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DOCID: 4123697
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WASHINGTON

January 8, 2008
NATIONAL SECURITY PRESIDENTIAL DIRECTIVE/NSPD-54
HOMELAND SECURITY PRESIDENTIAL DIRECTfVEIHSPD-23

Subject: Cybersecurity Policy (U)
·.Purpose
(I)

This directive establishes United States policy, strategy, guidelines, and implementation actions
to secure cyberspace. It strengthens and augments existing policies for protecting the security
and privacy of information entrusted to the Federal Government and clarifies roles and
responsibilities ofFederal agencies relating to cybersecurity. It requires the Federal Government
to integrate many o(its technical and organizational capabilities in order to better address
sophisticated cybersecurity threats and vulnerabilities. (U)

(2)

This directive (a) provides an enduring and comprehensive approach to cybers·ecurity that
anticipates future cyber threats and technologies and involves applying all elements of national
power and influence to secure our national interests in cyberspace and (b) di:rects the collection,
analysis, and dissemination of information related to the cyber threat against the United States
and describes the missions, functions, operations, and coordination mechanisms of various cyber
operational organizations throughout the Federal Goverrunent. (U)

(3)

This directive furthers the implementation of the National Strategy for Homeland Security,
Homeland Security Presidential Directive-S (HSPD-5) (Management of Domestic lizcidents),
Homeland Security Presidential Directive-7 (HSPD-7) (Critii::allnfrastructure Identification,
Prioritization, and ProtectiOJ~), Homeland Security-Presidential Directive-S (HSPD-8) (National
Preparedness); Executive Order 13434 of May 17, 2007, National Securitv Pro es.sional
Development),

____ ...... --·
______ ...

(bJ(1)
OGA
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(4)

NSC
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csm<f:F)

Actions taken pursuant to this directive will improve the Nation's security against the full
spectrum of cyber threats and, in particular, the capability of the United States to deter, prevent,
detect, characterize, attribute. monitor, interdict, and otherwise protect ag::~,inst unauthorized .
access to National Security Systems, Federal systems, and private-sector critical infrastructure
systems. (o!;/lt~fi)
~~C~ET

Reason: 1 . 4 (c) (d) (e) (g)
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Backgrmmd
(5)

The electronic information infrastructure of the United States is subject to constant intrusion by
adversaries that may include foreign intelligence and military services, organized crimina~ groups,
and terrorists trying to steal sensitive infon:_nation or damage, degrade, or destroy data,
infonnation systems, or the critical infrastructures that depend upon them. Cyber criminals are
intent on malicious activity, including the manipulation of stock prices, on-line extortion, and
fraud. These activities cost American citizens and businesses tens ofbillions of dollars each year.
Hackers and insiders have penetrated or shut down utilities in countries on at least three
continents. Some ~errorist groups have established sophisticated on-line presences and may be
developing cyber attacks against the United States. (5//N:F}
·

(6)

The United States must maintain unrestricted access to and use of cyberspace for a broad range
ofnatiorial purposes. The expanding use ofthe Internet poses both opportunities and
challenges. The ability to share information rapidly and efficiently has enabled huge gains
in private sector productivity, ~ilitary capabilities, intelligence analysis, and government
effectiveness. Conversely, it h'as created new vulnerabiHties that must be addressed in order to
safeguard the gains made from greater infom1ation sharing. (S7lfWt-

Definitions
(7)

In this directive:

(a)

"computer network attack" or "attack" means actions taken through the use of computer
networks to disrupt, deny, degrade;manipulate, or destroy computers, computer networks,
or information residing in computers and computer networksrt&1---

(b)

"computer network exploitation" or "exploit" means actions that enable opemtions and
intelligence collection capabilities conducted through the use of computer networks to
gather data from target or adversary automated infonnation systems or networks, (S)

(c)

"counterintelligence" means infom1ation gathered and activities conducted to protect
against espionage, othe·r intelligence activities, sabotage, or assassinations conducted by
or on behalf of foreign governments or elements thereat~ foreign organizations, foreign
persons, or international terrorist activities; (U)

(d)

"cyber incident" means any attempted or successful access to~ exfiltration of,
manipulation of, or impainnent to the integrity, confidentiality, security, or availability of
data, an application, or an infonnation system, \Vithout lawful authority; (U)

,
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. (e)

"cyber threat investigation" means any actions taken within the United States, consistent
with applicable law and Presidential guidance, to determine the identity, location, intent,
motivation, capabilities, alliances, funding, or methodologies of one or more cyber threat
groups or individuals; (U)

(f)

"cybersecurity'' means prevention of damage to, protection of, and restoration of
computers, electronic communications systems, electronic communication services, wire
communication, and electronic communication, including information contained therein,
to ensure its availability, integrity, authentication, confidentiality, and non-repudiation;

(U)

.

(g)

••cyberspace" means the interdependent network ofi.nformation teclmology
infrastructures, and includes the Internet, telecommunications networks, computer
systems, and embedded processors and controllers in critical industries; (U)

(h)

"Federal agencies" means executive agencies as defined in section 105 of title 5, United
States Code, and the United States Postal Service, but not the Government Accountability
Office; (U)

(i)

"Federal systems" means all Federal Government information systems except for (i)
National Security Systems of Federal agencies and (ii) Department of Defense
information systems; (U)

(j)

"inforrnation security incident" means a "computer security incident'' within Federal
Government systems (as described in National Institute of Standards and Technology
Special Publication 800-61 ..Computer Security Incident Handling Guide") or critical
infrastructure systems that is a violation or imminent threat of vioiation of computer
security policies, acceptable use policies, or standard computer security practices; (U)

(k)

••jnforrnation system" means a discrete set of information resources organized for the
collection, processing, maintenance, use, sharing, dissemination, or disposition of
inforn1ation; (U)

(I)

"intrusion" means unauthorized access to a Fedcql Government or critical infrastructure
network, inforrnation system, or-application; (U)

(m)

"National Security System" means any information system (including any
telecommunication system) used or operated by an agency, an agency contractor, or other
organization on behalf of an agency, where the function, operation, or us~ of that system
involves (i) intelligence activities, (ii) cryptologic activities related to national security,

TOt' SECREI
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(iii) com:mand and control of military forces, (iv) equipment that is an integral part of a
weapon or weapon systems, or (v) critical to the direct fulfillment of military or
intelligence missions~ or is protected at all times by procedures· established for
infonnation that have been specifically authorized under criteria established by an
Executive Order or an Act of Congress to be.kept classi'fied in the interest of national
defense or foreign policy. This definition excludes any system that is designed to be used
for routine administrative and busin~ss applications such as payroll, finance, or logistics
and personnel management applications; (U)

_____ ... --------

.. ···
(b)(~-)

(~) /I

~Sfflff)

(o)

"secure" means to defend and protect both military ami civilian Government-owned
networks; (U)

(p)

"State" and "local government" when used in a geographical sense have the meanings
ascribed to them in section 2 ofthe Homeland Security Act of2002 (section 101 of title
6, United States Code); and (U)

(q)

"US-CERT' means the United States Computer Emergency Readiness Team iri the
National Cyber Security Division of the Departmeat of Homeland Security (DHS). (U)

OGA

NSC

Policv .
(8)

Federal agencies shall, consistent with this directive, increase efforts to coordinate and enhance
the security of their classified aQd unclassified networks; increase protection ofthe data on these
networks; and improve their capability to deter, detect, prevent, protect against, and respond to
threats against information systems and data. (U)

(9)

Federal agencies shalJ, as required by law, protect the confidentiality, integrity, and availability
ofinfom1ation stored, processed, and transmitted on their information systems, and shall ensure
the authentication of access to such systems as required. Federal agencies shall take appropriate
measures to reduce the risk to these systems and adequately deter, reduce, and limit the loss of
infonnation or the operational degradation of infom1ation systems that are critical to the national
security, national economic security, or public health or safety. (U)

(LO)

The Federal Government shall increase efforts with critical infrJ.stmcture sectors to enhance the
security of their infom1ation networks. (U) ·

.
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Policy Coordination
(11)

Consistent with National Security Policy Directive-} (NSPD-1) (Organization of the National
Security Council System) and Homeland Security Presidential Directive- I (HSPD-1)
(Organization and Operation ofthe Homeland Security Council), the Assistant to the President
for National Security Affairs and the Assistant to the President for Homeland Security and
Counterterrorism shall be responsible to the President for interagency policy coordination on all
aspects of cybersecurity. ~

(12)

The CSC PCC shall ensure ongoing coordination of the U.S. Government policies, strategies, and
· initiatives related to cybersecurity; shall monitor actions to implement tllis directive; and shall
keep informed the Assistants to the President referenced in paragraph 11 ofth·is directive. (U) .

(13)

The National CyberResponse Coordination Group (NCRCG) consists. of senior representatives
from Federal agencies that have roles and responsibilities related to preventing, investigating,
defending against, responding to, mitigating, and assisting in the recovery from cyber incidents
and attacks. In the event of a cyber incident, the NCRCG will convene to harmonize operation;1l
response efforts and facilitate information sharing consistent with HSPD-5 and the National
Response Framework. The NCRCG shall provide advice to the CSC PCC, as appropriate. (U)

· Roles and Responsibilities

:';>-/['-______,,....ltT_S_)- - - - - - - - - - - - - - - - - - - - '
(15)
(b)(1)

OGA

Unless otherwise directed by the President with respect to particular matters, the Secretary of
Homeland Security shall lead the national effort to protect, defend, and reduce vulnerabilities of
Federal systems and the Secretary of Defense shall provide support to the Secretary of Homeland
Security with respect to suc.h assignment. The Secretary of Homeland Security shall:

NSC

(a)

Manage and oversee, through US-CERT, the external access points, including access to
the Internet, for all Federal systems;

(b)

Provide consolidated intrusion detection, incident analysis, and cyber response
capabilities to protect Federal agencies' external access points, including access to the
Internet, for all Federal systems;

(c)

In coordination with the DirectorofOi'vfB, set minimum operational standards for Federal
Government Network Operations Centers tNOCs) and Security Operations C~nters

'f5Fl Sc..CRE'l'
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(SOCs) that enable DHS, through US-CERT, to direct the operation and defense of
external access points, including Internet access points, for all Federal systems, which the
Secretary will certify and enforce; and
(d)

(16)

Utilize the National Infrastructure Protection Plan process, in accordance with HSPD-7,
to disseminate cyber threat, vulnerability, mitigation, and warning information to
improve the securHy and protection of critical infrastructure Networks owned or operated
by Federal agencies; State, local, and tribal govenm1ents; private industry; academia; and
international partners. (U)

The Director of OMB shall:
(a)

Direct, to the extent practicable and consistent with national security, the reduction and
consolidation of Federal Government external access points, including Internet access
points, for all Federal systems; (U)

(b)

Annually assess, in coordination with the Secrelary of Homeland Security, network
security best practices of Federal agencies, recommend changes to policies or
architectures that should be.applied across the Federal Government, and ensure Federal
agencies comply with standards and policies if adopted by the Director; and (U)

(c)

Within 180 days after the effective date of this directive, draft an implementation plan, in
coordination with theSecretary of Homeland Security, for an agency accountability
·
process to ensure compliance with and the maintenance of mandatory network security
practices by Federal agencies. (U)

( 17)

The Secretary of State, in coordination with the Secretaries of Defense, the Treasury, Commerce,
and Homeland Security, the Attorney General. and the DNI, shall work with foreign counlries
and international organizations on international aspects of cybersecurity. (U)

(18)

The Secretary of Commerce shall prescribe, in accordance with applicable law, information
security standards and guidelines for Federal systems. (U)

(19)

The Secretary of Energy, as authorized in the Atomic Energy Act of 1954 (AEA), as amended,
shall, after coordination with the Secretary of Defense and the DNI, prescribe infom1ation
security standards and guidelines pertaining to the processing of restricted data, as defined in the
AEA, in all Federal agencies, as appropriate. (U)

(20)

The Secretary of Defense and the DNI shall provide i'ndications and warning inforn1ation to DHS
regarding threats originating or directed from outside the United States. (U)

"TOP

·;:,ECR~
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7

The DNI analyzes and integrates all intelligence possessed or acquired by the U.S. Government
pertaining to cybersecurity. The DNJ, as the head of the intelligence community and consistent
with section 1018 of the Intelligence Reform and Terrorism Prevention Act (Publ'ic Law .
108-458), shall implement the policies and initiatives set forth in this directive within and
throughout the intelligence community through the DNI's statutory budget, tasking, and
intelligence infgrmation sharing authorities, in order to ensure appropriate resource allocation
. and integration of all cybersecurity efforts and initiatives within and throughout the intelligence
community. (U)

(22)

' ..{23)

'(~)(1)
OGA

NSC

/L---------~
The Secretary of Defense has responsibility for directing the operation and defense of the
Department of Defense's information enterprise, including monitoring of malicious activity in its
networks .. The Secretary of Homeland Security is responsible for protecting Federal systems by
supporting information assurance strategies within Federal agencies through the following:
compiling and analyzing security incident infqrmation across. the Federal Government; informing
and collaborating with Feder.1l, State, local, tribal agencies, private critical infrastructure sectors,
and international partners on threats and vulnerabilities; providing vulnerability mitigation
guidance~ supporting public and private incident response efforts; and serving as a focal point to
proteCt U.S. cyberspace. (U)
·

{24)

The Secretary of Homeland Security, supported by the Director ofUS-CERT·, and the heads of
Sector-Specific Agencies, as defined by ~d consistent with HSPD-7, shall conduct outreach to
the private sector on cybersecurity threat and vulnerability infom1ation. (U)

(25)

The heads of all Federal agencies, to the extent permitted by law and necessary for the effective
implementation of the cybersecurity mission, shall support and collaborate with the Secretary of
Homeland Security. Further, all Federal agencies shall align their own network operations and
defense capabilities to provide DHS with visibility and insight into the status of their Federal
systems and shall respond to DHS direction in areas related to network security, allowing D.f-IS to
effectively protect the Federal Government network enterprise. Federal agencies shall continue
to execute their responsibilities to protect and defend their networks. (U)

DOCID: 4123697
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Implementation
(26)

The Secretary of Homeland Security shall establish a National Cybersecurity Center ("Center"),
headed by a Director, to coordinate and integrate infonnation to secu-re U.S. cyber networks and
systems. To ensure a comprehensive approach to cybersecurity and anticipate future threats,
other cyber activities shall infonn, enable, and enhance cybersecurity activities as appropriate,
and in accordance with the implementation plan described in paragraph 28 of this· directive.~

(27}

The Secretaries of Defense and Homeland Security, the Attorney General, and the DNI shall
·
collocate at the Center certain representatives from their res
Other Federal Government cyber organizatio1.1
haH bc;:.coilocated or virtually connected as appropriate. (TS~fF)

::L------------" _..
(2~M Not later than 90 days fronJth~d~te of this directive, the Secretary ofHo_meland Sec1:1rity, in

. ...

coordination with the ~ec.retary ofDefense, the Attorney General, the Director ofOMB, and the
DNI, shall, through·tl1e Assistant to the President for National Security Affairs and .the Assistant
to the Presid~ntfor Homeland Security and Counterterrorism,. submit to me for approval an
impleme.nt::ifion plan that includes details on how authorities wiJ.l be applied, a concept of
oper.ations, and the allocation of required resources for the Center. (U)

..--··

_

(2?}'_.. The Director of the Center shall:
(a)

Be appointed by the Secretary ofHomelarid Security with the concurrence of the
Secretary of Defense, after consultation with the Attorney General and the DNI, and is
supervised by the Secretary of Homeland Security; (U)

(b)

. flave~oordination authority over the directors of the cybersecurity organizations
participatlngiv the Center, which means the Director has the authority to require
consultation beiweenJI.1e offices, departments, or agencies collocated in or virtual-ly
connected to the Center; however, this authority does not allow the Director to compel
agreement ~r to exercise com~and; rJ.t_~er, it creates a consultative structure; (U)

tb)(1)
O~A

·._

·NsC

·---...

··----

Support the Secretaries of Defense and Homel;~·a-sec!J:rity, the Attorn~ General and the
DNl in executing their respective cyht~r missions, includi'iig
~nd investigation an....,.._ _"""!"""_---;:---.---'

'I

tiSN~lH:O::

(d)

""'lOP

~f!CRE+

Ensure that Fed~ral agencies have access to and receive intonnation and intelligence
needed tc) excwtc their respective cybersecurity missions, consistent with applicable l:nv
.

.

-

---------·---~--------
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and the need to protect national security; (U)
Advise :within the executive branch on the extent to which the cyber program
recommendations and budget proposals of ag~ncies confonn to cybersecurity priorities;

(e)

)(U)
(f)

When appropriate, recommend and facilitate the adoption of common doctrine, planning,
and procedures across all cyber mission areas; and (U)

(g)

Not direct or impede the execution o.f law enforcement, intelli
counterterrorism

-----------------

-------------------

(ti}(1)·········
OGA

(30)

Each Federal agency operating or exercising control of a National S~urity System shall share
information about information security incidents, threats, and vulnerabilities with the US-CERT
to the extent consistent with standards and guidelines for National Security Systems and the need
to protect sources and methods. (U)

(31)

The National Cyber Investigative Joint Task Force (NCIJTF) shall serve as a multi-agency
national focal point for coordinating, integrating, and sharing pertinent information related to
cyber threat investigations, with representation from the Central Intelligence Agency (CIA),
National Security Agency (NSA), the United States Secret Service (USSS), and other agencies,
as appropriate. Under the authority of the Attorney General, the Director of the Federal Bureau
of lnvestigation (FBI) shall be responsible for the operation of the NCIJTF. This authority does
not- ::ill ow the Director of the FBI to direct the operations of other agencies. The Director of the
FB£ shall ensure that participants share the me~odology and, to the extent appropriate, case
information related to criminal cyber intrusion i.nvestigations among law enforcement
organizations represented in the NCIJTF in accordance with paragraphs 32- 33. (U)

(32)

The Attorney General shall, by March 1, 2008, develop and publish an initial version o.fthe
Attorney General Guidelines for the NCUTF, in coordination with the heads of other executive
departments and agencies as appropriate. (U)

(33)

Within 90 days ofthe date of this directive, the Attorney General shall submit to the Assistant to
~he President for National Security Affairs and the Assistant to the President for Homeland
Security and Counterterrorism an operational plan for the NCIJTF. (U)

NSC

'fO:fil SECRE'f
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Comprehensive National Cybetsecurity Initiative
(34)

To achieve the goals outlined. in this directive, the Federal Government needs an integrated and
holistic national approach that builds upon strengths and addresses vulnerabilities in our current
cybersecurity practices. This effort shall include the actions directed in paragraphs 35 - 46.
(U/tffiUQ)-

(35)

The Director ofOMB shall within 90 days of the date ofthis directive, after consultation with the
Secretary of Homeland Security, submit to the Assistant to the President for National Security
Affairs and the Assistant to the President for Homeland Security and Counterterrorism a detailed
plan for the reduction and consolidation by June 30,2008, ofFederal Government external access
points, including Internet access points. (U)

(36)

The Secretary ofHomeland Security shall accelerate deployment of the· Einstein program to aH
Federal systems and shall, after consultation with the Attorney General, enhance the Einstein
program to include full-packet content and protocol signature detection. The Secretary of
Homeland Security, in consultatio11 with the Director ofOMB, shall deploy such a system across
the.si'ngle network enterprise referenced above and consistent with paragraph 16 (a) ofthis
directive no later than December 31, 2008. 'S'f.blli)

(37)

Within 120 days of the date ofthis dir~ctive, the Secretary o.fDetense with respect to Department
of Defense information systems and the Secretary of Homeland Security with respect to Federal
systems, after consultation with the Attorney General,and the Director of OMB, shall develop
and submit, through the Assistant to the President for National Security Affairs a_nd the Assistant
to the President for Homeland Security and Counterterrorism, for my approval an
implementation plan to deploy active response sensors across the Federal systems. Such a p-Ian
shall also address relevant legal and policy issues ofthe active response sensor capability.~

(38)

Within 90 days ofthe date of this directive, the Director of the Office ofScience and Technology
Policy (OSTP), at1er consulting the National Science and Technology Council (NSTC) and the
DNI, shall within 90 days of the effective date, develop a detailed plan to coordinate classified
and unclassified offensive and defensive cyber research. (U.l.'fOUO)

(39)

Within 45 days of the date of this directive, the DNI, in coordination with the Secretaries of
Defense and Homeland Security and the Attorney General, shall submit to the Assistant to the
President for National Security Affairs and the Assistant to the President for Homeland Security
and Counterterrorism a detailed plan, including standard operating and notification procedures,
to connect the following cyber centers: NCIJTF; NSlvCSS Threat Opera.tions Center; Joint Task
Force-Global Network Operations; Defense Cyber Crime Center; US-CERT; and [ntdligence ·

Community [ncident Response Centa. \-Vi thin t80 days of this directive, these centers shall be
'

roe

5!C:fCE'¥
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connected as part of the National Cybersecurity Center. ES/~~')
(40)

Within 180 days of the date ofthis directive, the DNI and the Attorney General shall develop a.
cyber counterintelligence plan, including required resources, that comprehensively reflects the
scope and extent of cyber threats. This plan should be consistent with the National

Coullterintelligence Strategy ofthe United States. (U/If'OOO)

{4l)

Within 180 days of the date of this directive, the Secretary of Defense and the DNI shall develop a:
detailed.plan to address the security of Federal Government classified aetworks, including specific
recommended measures that will significantly enhance the protection of these networks from the full
spectrum of threats~,l,'NF)- ·
·

( 42)

"Within ISO days ofthe date of this directive, the Secretary ofHomeland Security, in coordination
with the Secretary of Defense, the Director of the Office of Personnel Management, and the
Director of the National Scienc.e Foundation, shall, within 180 days ofthe ~ffective date, submit
to the Director of the Office of Management and Budget, the Assistant to the President for
National Security Affairs and the Assistant to the President for Homeland Security and·
Counterterrorism a report including a strategy·and recommendations for prioritizing and
redirecting current educational efforts to build a skilled cyber workforce. The report should
consider recommendations by such groups as the National Infrastructure Advisory Council, the
President's Council of Advisors on Science and Teclmology, and the National Security
Telecommunications Advisory Committee. The report should focus on training the existing
cyber workforce in specialized skills and ensuring skilled individuals for future Federal
Government employment. (UH.FOUO}

(43)

Within ~20 days of the effective date of this directive, the Director of the OSTP, after
consultation with the NSTC and the DNI, shall develop a plan to expand cyber research and
development in high-risk, high-return areas in order to better protect our critical national interests
from catastrophic damage and to maintain our teclmological edge in cyberspace. (UHFOUO)

(44)

Within 270 days of the date of this directive, the Assistant to the President for National Security
Affairs and the Assistant to the President for Homeland Security and Counterterrorism shaH
ddlne and develop a comprehensive and coordinated strategy to deter interference and attacks in.
cyberspace for my approval. (5/tt</1')

(45)

Within 180 days of the date of this directive, and consistent with the National Infrastmcture
Protection Plan and National Security Directive 42 (NSO 42) (National Policy for the Security of
National Security Tel!!commrmication and information.~\'slems), the Secretaries of Defense and
Homeland Security, in coordination with the Secretaries of the Treas.ury, Energy, and Commerce,
the Attomey General. the DNl anJ th~ Administrator of General Services shall develop a

"'TOEJ
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detailed strategy and implementation p·lan to better manage and mitigate supply chain
vulnerabilities, including specific recommendations to:
(a)

Provide to Federal Govenunent and defense acquisition processes personnel access to all
source intelligence community vendor threat information;

(b)

Reform the Federal Government and defense acquisiti<;m processes and policy to .enable
threat information to be used within acquisition risk-management processes and
procurement decisions; and

(c)

Identify and broadly implement industry global sourcing risk-management standards and
best practices, acquisition lifecycle engineering, and test and evaluation risk mitigation ·
techniques. -tSt-

(46)

Within 180 days of the date of this directive, the Secretary ofHomeland Security, in consultation
with the heads of other Sector-Specific Agencies as outlined in HSPD-7, and consistent with the
National Infrastructure Protection Plan, shall submit, through the Assistant to the President for
National Security Affairs and the Assistant to the President for Homeland Security and
Counterterrorism, for my approval a report detailing policy and resource requirements for
improving the protection of privately owned U.S.-cri.tical infrastructure networks. The report
shall detail how the Federal Government can partner with the private sector to leverage
investrrient in intrusion protection capabilities and technology, increase awareness about the
extent ·and severity of cyber threats facing critical infrastructure, to enhance real-tirne cyber
situational awareness, and encourage specified levels of intrusion protection for critical
information technology infr..1structure. (UI./FOUOT"

(47)

Implementing the Comprehensive National Cybersecurity Initiative will require key enablers in
the following key areas to ensure success.
(a)

lOP

~E!CRE'f

The DNl, in coordination with, as appropriate, the Secretaries of State, the Treasury,
Defense, Commerce, Energy, and Homcl~nd Security, and the Attomey General, and the
Director of OMB, shall:
(i)

Monitor and coordinate the implementation of paragraphs 35 through 4 7 (the
"Comprehensive National Cybersecurity Initiative" or "'Initiative'') of this
directive;

(ii)

Recommend such actions as theDNijudges necessary to implement the Initiative
to:
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'!FOP SBCRi3T

13

(A)
(B)

(iii)

the President; and
the heads o.fFederal agencies as appropriate, and the Director of the Office
· of Management and Budget, for action within their respective authorities;
and

Report not less often than quarterly to the President, through the Assistant to the
President for National Security Affairs and the Assistant to the President for
Homeland Security ahd Counterterrorism, on implementation of the Initiative,
together with such recommendations as the DNI deems appropriate. (U)

(b)

The Secretary of Homeland Security and the Attorney General shall ensure adequate
support for agents, analysts, and technica.J infrastructure to neutralize, mitigate, and
disrupt illegal computer activity domestically-:i51

(c)

The Secretary of Defense, the Attorney General, the Secretary of Homeland Security, the
DNl, and other heads of Federal agencies as appropriate shall increase predictive,
behavioral, infom1ation, and trend analyses to better understand and anticipate foreign
cyber and technology developments. (Slit~

(d)
.. -··
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-..__ _

·.{tj· · · · ·~ ====================~~~~~~-(T.,...,....S)_____,
(g)

The Secretary of Defense and the DNI shall increase Infom1ation Assurance to protect
National Security Systems against intrusion and attack by implementing defenses to
significantly reduce current malicious activity and enable network·defenders to focus
more effectively on more sophisticated threats. Additionally, by strengthening

· ent~rprise-wide cross-domain capJbilities and utilizing strong identity protection, the
'IOP £ECR:E!'P-
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Federal Government will begin to enable greater information sharing among the key
cyber organizations. (UJ.IfOUO~

'
(48)

Within 180 days of the date ofthis directive, the Director ofOMB, in coordination with the heads
of all executive departments and agencies, shall perform a comprehensive risk assessment for the
loss, manipulation, or theft of all data currently residing on Federal government unclassified
networks. The assessment should assume that adversaries have the capability and intent to either
capture the data or disrupt mission applications residing on unclassified networks. The
assessment should recommend a priori.tized description of which data and applications should be
migrated to more secure networks. (31/tVf)

(49)

Within 120 days of the date ofthis directive, the Secretaries of State, DefeAse, and Homeland
Security, the Atto.rney Geneml, and the DNI shall submit to the Assistant to the President for '
National Security Affairs and the Assistant to the President for Homeland Security and
Counterterrorism a joint plan for the coordination and application of offensive capabili·ties to
defend U.S. information systems. (Ut.'FOtfO}

{50)

Within 120 days of the date of this directive, the Attorney General and the SecFetary of
Homeland s·ecurity, after coordination with the Secretary of Defense and the DNI, shall submit
to the' Assistant to the President for National Security Affairs and the Assistant to the President
for Homeland Security and Counterterrorism a plan for the coordination and applicati0n of law
enforcement capabilities to better support investigations 0fcyber incidents in United States
networks. (U,',q:'OUO~

Budget
(51)

For all future budgets, the heads of all executive departments and agencies shall submit to the
Director of 01\tiB, concurrent with their budget submissions, an integrated budget plan to
implement the cybersecurity actions described in this directive, consistent with such instructions
as the Director of OMB may provide. (U)

General
(52)

(53)

To the extent of any inconsistencies bet\veen this directive and the National Strategy to Secure
Cybel;space(2003), this directive shall govern. (U)
·This directive:
(a)

Shall be impl·emcnted consistent \vith applicable law and the authorities of executive

departments and agencies, or heads of such departments and agencies, vested by !Jw
TQP 6ECRf:'f
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(including for the protection of intelligence souFces and methods), and s~:~bject to the
availability of appropriations;

'f'O~

'(b)

Shall not be constmed to impair or othen.vise affect the functions of the Director of OMB
relating to budget,· administrative, and legislative proposals;

{c)

Shall not be con.strued to alter, amend, or revoke any other NSPD or HS:PD Cl!trrently in
effect;

(d)

Shall not be construed to apply to special activities as defined in section 3.4(h) of
Exec1:1tive Order 12333 of December 4, 1982;

(e)

Shall be implemented in a manner to ensure that the privacy rights and other legal rights
of Americans are recognized; and
·

(t)

Is intendedonly to improve the internal management of the executive branch of the
Federal Government, and is not intended to, and does not, create any right or benefit,
·substantive or procedural, enforceable at law or in equity, against the United· States, its
departments, agencies, or other entities, its officers or employees, or any other person. (U)
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